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The	
  Need	
  for	
  Access	
  Control

• So3ware	
  radio,	
  GNU	
  Radio	
  so3ware	
  $0,	
  USRP	
  board,	
  $700
• Daughter	
  boards,	
  antennas:	
  $100
• CommunicaHon	
  by	
  inducHve	
  coupling	
  (175kHz)	
  and	
  in	
  the	
  

MICS	
  band	
  (400MHz)
• Access	
  control	
  by	
  “Near	
  Field	
  Communica7on”

• Pacemakers	
  and	
  Implantable	
  Cardiac	
  Defibrillators	
  ....,	
  D.	
  Halperin,	
  T.S.	
  Heydt-­‐Benjamin,	
  B.	
  Ransford,	
  
S.S.	
  Clark,	
  B.	
  Defend,	
  W.	
  Morgan,	
  K.	
  Fu,	
  T.	
  Kohno,	
  and	
  W.H.	
  Maisel.,	
  Oakland	
  2008
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Up	
  to	
  few	
  meters
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• Wireless	
  interfaces
• Trigger	
  informaHon	
  

disclosure
• Change	
  paHent	
  

name
• Change	
  ICD	
  clock
• Change	
  therapies	
  

(disable	
  funcHons)
• Induce	
  fibrilla7on

• Replay	
  a_acks	
  
h@p://venturebeat.com/2008/08/08/defcon-­‐excuse-­‐me-­‐while-­‐i-­‐turn-­‐off-­‐your-­‐pacemaker/	
  
h@p://www.secure-­‐medicine.org/icd-­‐study/icd-­‐study.pdf	
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(Implantable)	
  Medical	
  Devices	
  and	
  Access

• Today:	
  
• local	
  programming	
  (therapy	
  and	
  firmware	
  updates)
• remote	
  monitoring

• Future:	
  remote	
  programming	
  

Reader

Reader

Local Programming

Remote Programming

Internet

Local 
Programmer/
communicator
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  want	
  to	
  add	
  secure	
  access,	
  but	
  ...	
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  prevent	
  unauthorized	
  access
• Medical	
  data	
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  private	
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• Device	
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In	
  case	
  of	
  remote	
  access	
  
• Provide	
  access	
  control	
  to	
  the	
  user
• Must	
  not	
  introduce	
  a	
  single	
  point	
  of	
  failure
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Proposed	
  SoluEons	
  for	
  Access	
  Control	
  to	
  IMDs

CredenHals:	
  single	
  point	
  of	
  failure	
  -­‐	
  but	
  a	
  good	
  basis
• Pre-­‐shared	
  secret	
  keys	
  /	
  public-­‐key	
  cerHficates

Token	
  Based	
  Approaches:	
  usability	
  /	
  acceptance
• Token	
  based	
  access	
  (USB,	
  Smartcard,	
  ...)
• CommunicaHon	
  Cloaker
• Ta_oos,	
  Heartbeats,	
  ...	
  

User	
  Alerts:	
  does	
  not	
  prevent	
  unauthorized	
  access
• Sound/vibraHon	
  when	
  IMD	
  is	
  engaging	
  in	
  communicaHon.

Proximity-­‐Based	
  Approaches
d
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Proximity-­‐Based	
  Access	
  Control

Only	
  If	
  a	
  reader	
  is	
  close	
  to	
  the	
  implant,	
  it	
  gets	
  access.
• An	
  untrusted	
  device	
  -­‐	
  the	
  prover	
  (reader)	
  wants	
  to	
  

prove	
  that	
  it	
  is	
  close	
  to	
  another	
  device	
  -­‐	
  the	
  verifier	
  
(pacemaker).

reader reader

Tuesday, April 5, 2011



Srdjan	
  Capkun,	
  Securing	
  Access	
  to	
  Medical	
  Devices

Proximity-­‐Based	
  Access	
  Control

• Liked	
  and	
  the	
  least	
  disliked	
  by	
  the	
  paHents

•

PaHents,	
  Pacemakers,	
  and	
  Implantable	
  Defibrillators:	
  Human	
  Values	
  and	
  
Security	
  for	
  Wireless	
  Implantable	
  Medical	
  Devices,	
  Tamara	
  Denning†,	
  Alan	
  
Borning†,	
  Batya	
  Friedman‡,	
  Brian	
  T.	
  Gill,	
  Tadayoshi	
  Kohno†,	
  andWilliam	
  H.	
  
Maisel,	
  CHI	
  2010
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Secure	
  Proximity	
  VerificaEon

Secure	
  Proximity	
  verificaHon
• MagneHc	
  Switch:	
  no	
  range	
  guarantees,	
  no	
  authen7ca7on
• Short	
  range	
  LF	
  -­‐	
  no	
  range	
  guarantees	
  
• MICS	
  band	
  RF	
  

Communica7on	
  DOES	
  NOT	
  imply	
  
physical	
  proximity	
  (in	
  adversarial
environments)

SoluHon:	
  
• Secure	
  Proximity	
  Verifica7on	
  using	
  Distance-­‐Bounding.	
  

©D.	
  Adamy,	
  A	
  First	
  Course	
  on	
  Electronic	
  Warfare
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Distance	
  Bounding	
  (0)

Distance	
  Bounding	
  (DB)	
  Protocols:
• Enable	
  the	
  Verifier	
  to	
  measure	
  an	
  upper-­‐bound	
  on	
  the	
  

physical	
  distance	
  to	
  the	
  Prover
• Prevent	
  distance	
  frauds:	
  P	
  pretends	
  to	
  be	
  closer	
  to	
  V	
  than	
  

it	
  is	
  (i.e.,	
  the	
  measured	
  distance	
  is	
  shorter	
  than	
  the	
  actual	
  
distance	
  d).	
  P	
  is	
  untrusted.	
  

M

P’

d
V P

P’

Tuesday, April 5, 2011



Srdjan	
  Capkun,	
  Securing	
  Access	
  to	
  Medical	
  Devices

Distance	
  Bounding	
  (I)

Distance	
  Bounding	
  (DB)	
  Protocols:	
  Basic	
  idea

V P

d = (tr-ts-tp)c/2

tp<< tr-ts

ts

tr

}

Basic idea: 

NV

f(NV)

M

unpredictable	
  for	
  P	
  

unpredictable	
  for	
  M	
  

tp

small	
  
(ms,ns)
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Background:	
  Diffie-­‐Hellman	
  

Idea:	
  
• AuthenHcate	
  gp	
  mod	
  q	
  by	
  the	
  distance	
  from	
  which	
  it	
  came	
  
• If	
  d	
  ≤	
  d*	
  =>	
  grant	
  access	
  and	
  establish	
  the	
  key

else	
  reject	
  access	
  

gp	
  mod	
  q

gv	
  mod	
  q
KAB=(gv)p	
  mod	
  q KAB=(gp)v	
  mod	
  q

VP
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Proximity-­‐Based	
  Access	
  Control

K.	
  Rasmussen,	
  C.	
  Castelluccia,	
  T.	
  S.	
  Heydt-­‐Benjamin,	
  S.	
  Capkun,	
  Proximity-­‐based	
  
Access	
  Control	
  for	
  Implantable	
  Medical	
  Devices,	
  CCS	
  2009

P	
  cannot	
  pretend	
  to	
  have	
  sent	
  gP	
  
from	
  closer	
  distance,	
  only	
  from	
  

further	
  away.

M

P’

d
V P

P’
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ImplementaEon	
  and	
  Tests

Possible	
  a_ack
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ImplementaEon	
  and	
  Tests

Speed	
  of	
  sound	
  (air)	
  340m/s,	
  (meat)	
  1500m/s	
  
tp	
  =	
  412ns,	
  <1mm	
  of	
  security	
  guarantee	
  (in	
  our	
  prototype)

Distance	
  measurement	
  granularity:	
  <	
  1cm
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Summary	
  (Access)

• Access	
  control	
  is	
  a	
  problem
• Proximity	
  can	
  be	
  used	
  to	
  enforce	
  Access	
  Control
• IntuiHve	
  for	
  the	
  users
• Is	
  not	
  subject	
  to	
  single	
  point	
  of	
  failure	
  (remote)

• Easy	
  to	
  define	
  intuiHve	
  policies	
  e.g.
• <5cm	
  =>	
  full	
  access
• <	
  1/2	
  m	
  =>	
  only	
  monitoring
• <	
  1/2	
  m	
  +	
  key	
  =>	
  full	
  access
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Some	
  problems	
  are	
  inherently	
  difficult	
  to	
  solve
• e.g.,	
  tracking,	
  locaHon	
  privacy	
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